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Alice want to send a message to Bob.

)
N
C= enC(M ; K) Send X
Adversary guesses whether
X is a cipher text or a random nonce.

Choice X=Corl

S

M = dec(C, K)

Pick I from
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Public channel is shared magnetic tape

C =enc(M, K) Co,Cpy---,Cpsen.

Pick I' from (S PRI S
Uniform d.i-stribution
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Definition {T5¢finition of FDprobability)

Let S be a non empty finite set, let s be a finite sequence
of elements of S, and let x be a set. Then, the functor
EDprobability(x,s) yielding a real number is defined as
follows:

card s~ (z)
len s

F Dprobability(x,s) =
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s(1) s(2) s(3) s(4) s(5) /
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FDprobability(R,s)

canFS(S)

FDprobSEQ s |3/5|2/5 FDprobability(W,s)

Definition (Definition of FDprobSEQ)

Let S be a non empty finite set and let s be a finite sequence
of elements of S. Then, the functor FDprobSEQ s yielding a
finite sequence of elements of R is defined by:

dom (FDprobSEQ s) = Seg(card S) and for every natu-
ral number n such that n € dom (FDprobSEQ s) holds
(FDprobSEQ s)(n) = FDprobability((canFS(S))(n),s).



FDprobability(R,s)=3/5
FDprobability(W,s)=2/5
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http://www.mizar.org/version/current/html/dist 1.html
http://www.mizar.org/version/current/html/dist 2.html
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Definition (Definition of equivalence class)

Let S be a non empty finite set and let s be a finite sequence
of elements of S. Then, the equivalence class of s vielding a
non empty subset of Sx is defined by:

=
=
=
=

The equivalence class of s = [t; t ranges over finite
sequences of elements of S: s and t are probability
equivalent).
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Negligible Functions

definition
let f be Function of NAT,REAL;
attr f is negligible
means
:defneg:
for ¢ be non empty positive-yielding XFinSequence of
REAL
holds
ex N be Element of NAT
st
for x be Element of NAT
st N <=x holds |. f.x.| < 1/((seq_p(c)).x) ;
end;
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% is negligible

theorem
for f be Function of NAT,REAL st
for x be Element of NAT holds
f.x =1/ (2 to_power x)
holds fis negligible
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Polynomially-bounded Functions
in Mizar
definition
let p be Real__Sequence;
attr p is polynomially-bounded means
:: ASYMPT 2:def1
ex k be Element of NAT st p in
Big Oh(seq_n"(k));
end;
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Theorem

2" is non polynomially-bounded
"x eN st. 1<x holds

ﬁ(ﬂc, N eN st. “neN st. N <n holds 2" <c¢-n* )

theorem :: ASYMPT 2:18
for x be Element of NAT st 1 < x holds
not ex N,c be Element of NAT st
for n be Element of NAT st N <= n holds
2 to_power n <= c¢ * ( n to_power x);
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Polynomial is Polynomially-bounded

theorem :: ASYMPT 2:54
for k be Nat,
c be XFinSequence of REAL
stlenc=k+1& 0 <ck

holds seq_p(c) in Big_Oh( seq_n"(k) );
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http://www.mizar.org/version/current/html/asympt 2.html
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definition
let Omega,Sigma,X;
let S be non empty FinSequence of REAL;
func KS_p(S,X)-> Real
means
:Defo6:
ex D be non empty bounded_above Subset of REAL
st
D = the set of all |. (Cumulative (X)).x - (Cumulative (S)).x .|
where xis Element of REAL
&
it = upper_bound D ;
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definition
let X,Y be non empty FinSequence of REAL;
func KS_p(X,Y)-> Real

means
:Defo7:
ex D be non empty bounded_above Subset of REAL
st
? )=)the| set of all |. (Cumulative (X)).x - (Cumulative
Y)).X.
where xis Element of REAL
&

it = upper_bound D ;
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type pkey.
type skey. fun pk(skey): pkey.

fun sign(bitstring,skey): bitstring [private].
reduc forall x:bitstring, y:skey;

verif(sign(x,y),pk(y),x) = true.

free c: channel.
free s: channel [private].
free t: channel.

fun SHA256(bitstring bitstring): bitstring.
equation forall x:bitstring, y:bitstring;
SHA256(x,y) = SHA256(y,x).

free A: bitstring.
free B: bitstring.
free C: bitstring.
free D: bitstring.
free H: bitstring.
table SUBROOT(bitstring,bitstring).

free sigk: skey [private].

event PROOF.
query event(PROOF).

ProVerif CO XL (T—F) 43

const root: bitstring.
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process
let PK = pk(sigk)
in out(c,PK);

let E = SHA256(A,B) in
out(t,A);
out(t,B);
out(t,E);
insert SUBROOT(AE);
insert SUBROOT(B,E);

let F = SHA256(C,D) in
out(t,C);
out(t,D);
out(t,F);
insert SUBROOT(C,F);
insert SUBROOT(D,F);

SHA256(EF)

root

root

let G = SHA256(E,F) in
out(t,G);

insert SUBROOT(E,G);
insert SUBROOT(F,G);

insert SUBROOT(G,root);

let abcdSIG = sign(G,sigk) in
out(c,abcdSIG);

out(s,A) | IMAPROOF

44
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let MAPROOF =

in (s,(z:bitstring));

in (t,(p:bitstring));

in (t,(b:bitstring));

in (t,(sz:bitstring));

in (c,(pSIG:bitstring));

get SUBROOT(=sz,Rz) in

(
get SUBROOT(=b,Rb) in
get SUBROOT(=p,Rp) in

A
if (sz = z && SHA256(sz,b) = p && e
Rz = p && Rb = p) then out(s,p) t p E (=SHA256(A,B)) G (=Rp)
) t b B E (=Rb)
t sz A E (=Rz2)
c | pSIG | EHLE(ERE)
GAH]
A~ NPROOFD =T —<v—7% LR Z LB D BT GAEYE




v—7IVEREIAD KK (TRERER)
@ el

let MAPROOF =
in (s,(z:bitstring));
in (t,(p:bitstring));
in (t,(b:bitstring));
in (t,(sz:bitstring));
in (c,(pSIG:bitstring));
get SUBROOT(=sz,Rz) in
(
get SUBROOT(=b,Rb) in

get SUBROOT(=p,Rp) in s , E
if (sz =z && SHA256(sz,b) = p &&
Rz = p &_& Rb = p) then out(s,p) t P G (=SHA256(E,F)) s
) t b F (=SHA256(C,D)) G (=Rb)
t Yy E G (=R2)
c | pSIG | HEHLE(ERE
A1E T—JILSRI{E
AR RPROOFDREIT=Y—YILIREIIBAD LIS BIS 77 ﬂ_.
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let MAPROOF = e ——
in (s,(z:bitstring));
in (t,(p:bitstring));
in (t,(b:bitstring));
in (t,(sz:bitstring));
in (c,(pSIG:bitstring));
get SUBROOT(=sz,Rz) in

s z G
t| p HEEE —
t| b 8 27 E —
?lse t | sz & L7 E —
if (verif(pSIG,pk(sigk),z) = true) then c | pSIG Sign(G,sigk)
event PROOF /\
'finPROOFO)%ﬁ=7—7)b7}ﬁ§§ftﬂﬂ0)ﬁ£y] BISES 7___7‘”/72?'@“1?,
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(x B4 MIEM *)
(* GH > %)
let I = SHA256(G,H) in
out(t,H);
out(t,]);
insert SUBROOT(H,D);
insert SUBROOT(G,]);

insert SUBROOT(I,root);
let ghSIG = sign(I,sigk) in
out (c,ghSIG);

root

@ SHA256(G,H)

SHA256(E,F)

48
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SHA256(A,B)

SHA256(E,F)

root

SHA256(G,H)




